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Summary

Job Purpose

This role will help drive the execution of Novartis’ ambition to turn process, data and digital into a strategic
asset to become a leading medicines company powered by advanced therapy platforms and data science.
Partner with the Business functions (mostly FRA) in the area of responsibility and support execution of digital
requirements and process standardization within the business process. This role works closely with the Global
Process Owner (GPO) teams / LDC workstream leads in the design and implementation of adequate Access
Controls fully embedded within the respective business processes. The incumbent will actively work with LDC
Business and IT Controls (BITC) Lead and other LDC BITC SPOCs to support evolution of Access Controls
within the NFCM framework (incl. tools) in line with process changes as per LDC.

About the Role

Key responsibilities:

e Manage Access Risks within the business processes relevant for NFCM and in scope of LDC, in
collaboration with respective LDC FC&C SPOCs. Propose updates to GRC Access Risk Library, to
ensure accuracy with the identification of access conflicts.

e Support definition of strong Access governance and well-regulated Access controls to ensure minimal
access conflicts (/segregation of duties).

e Analyze access risks (SOD / Critical Actions) and work closely with Business and IT teams, both within
LDC as well as in respective countries, to drive necessary remediation activities to eliminate conflicts.
Collaborate with Security and Authorization team, to propose optimal solutions (incl. workarounds) to
manage user accesses without introducing access risks.

e Share periodical updates on access risks within roles and profiles, including progress with the
remediation. Ensure applicable mitigating controls are established, as necessary.

e |everage Compliance tool (SAP GRC Process Controls) to drive further efficiencies with the
management of access controls post go-live, and contribute towards planned automation initiatives on
this topic

e Support integration between Business and IT Controls topics, to enhance efficiency of compliance mainly
in relation to IT Application Controls (NFCM / SOX relevant applications, interfaces, etc.)

e Support cultural change, explore new ways of working, collaborate and support the overall success of the
program and execute the required changes to meet business objectives.

1/4



Essential requirements:

e University degree in Finance or related field

e Advanced degree in business, finance, or economics preferred Experience.

e Atleast 12 years of post-qualification experience primarily with SAP authorization concept (incl.
S/4HANA), SAP role design, SAP GRC Access Controls, risk & role ownership

e Prior working experience in a large Audit firm, preferably Big 4. Industry experience, Internal/Statutory/
SOX 404 Audit

Desirable requirements:

e Excellent communication, and collaboration with proven speaking, presentation, and facilitation
experience in internal and external environments

e Good knowledge of Business processes and Internal Controls.

e Problem solving and root cause identification skills.

¢ Able to leverage network of professionals across functions and business areas.

e Understands the competing organizational needs beyond own part of business.

e Able to interpret complex information and to influence internal and external peers.

¢ Role model for Novartis’ values and behaviors within the organization with ability to motivate and develop
people.

¢ Ability to effectively prioritize and execute tasks in a high-pressure environment. Can conform to shifting
priorities, demands and timelines through analytical and problem-solving capabilities.

¢ Flexible and reacts to changes promptly and efficiently.

e Proactive, result orientated and with a strong customer centric attitude.

¢ Interest to learn, explore and develop within the given role.

Why Novartis: Helping people with disease and their families takes more than innovative science. It takes a
community of smart, passionate people like you. Collaborating, supporting and inspiring each other.
Combining t achieve breakthroughs that change patients’ lives. Ready to create a brighter future
together?https://www.novartis.com/about/strategy/people-and-culture

Benefits and rewards: Read our handbook to learn about all the ways we’ll help you thrive personally and
professionally: https://www.novartis.com/careers/benefits-rewards

Commitment to Diversity and Inclusion:

Novartis is committed to building an outstanding, inclusive work environment and diverse teams'
representative of the patients and communities we serve

Join our Novartis Network: Not the right Novartis role for you? Sign up to our talent community to stay
connected and learn about suitable career opportunities as soon as they come up:

https://talentnetwork.novartis.com/network
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Division

Operations

Business Unit

CTS

Location

India

Site

Hyderabad (Office)
Company / Legal Entity
IN10 (FCRS = IN010) Novartis Healthcare Private Limited
Alternative Location 1
Prague, Czech Republic
Functional Area

Audit & Finance

Job Type

Full time

Employment Type
Regular

Shift Work

No
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